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Abstract

It is a very difficult problem to factor a large number in
short time, though it is very easy to compute the product
of two large numbers.

In this survey paper, we introduce four factoring meth-
ods, Trial Division, Difference of Squares, Quadratic Sieve
(QS), and General Number Filed Sieve (GNFS). We also
show some implementaions for these methods.

GNFS is a very fast method and is now still developping,
but it is not good to factor a general large number into
small prime numbers with GNFS, because it takes long
time to factor a number whether it has only small primes
or large primes.

Some cryptographic techniques are based on that diffi-
culty to be hard to solve, e.g. factoring large numbers. A
famous cryptograph, RSA is one of them. The key num-
bers to decipher RSA cryptograph have 1024 bit length.

How long does it take to factor that size numbers?
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for i ={2,3,4,---,|vn]}
while n mod i =0
print
n—mn/i

Fig. 2.1 Algorithm of “Trial Division”
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Table 2.1 Values of 7(n)

n m(n)

101 4.118,054,813
102 37,607,912,018
1013 346,065,536,839
1014 3.204,941,750,802
10%° 29,844,570,422,669
106 279,238,341,033,925
1017 | 2,623,557,157,654,233
1018 | 24,739.954,287,740,860
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z=[vn],y=0
while 22 — y? #n
if22 —y? <nthenz«—ux+1
elsey—y+1
print x +y, x — vy )

Fig. 2.2 Algorithm of “Difference of Squares”
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22 —y*=0 (mod n)
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z°=y* (mod n) (2.5)
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14-67 = 3 (mod 187)
31-67 = 20  (mod 187) (2.6)
14-31 = 60 (mod 187)

(14 -31-67)> = 60> (mod 187) (2.7)
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GCD(14 - 31 - 67 — 60,187) = 11 (2.9)
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Table 2.2 Factorable n when 22 — > =0

ple+y | plr—y | ¢glx+y | glzx—y | A | B | Factor?
Yes Yes Yes Yes n|n No
Yes Yes Yes No n|p Yes
Yes Yes No Yes pln Yes
Yes No Yes Yes n | q Yes
Yes No Yes No n |1 No
Yes No No Yes p | q Yes
No Yes Yes Yes q | n Yes
No Yes Yes No q | p Yes
No Yes No Yes 1| n No

*A = GCD(z + y,n), B=GCD(z —y,n)
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t?=n (mod p) (2.10)
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t?=t> —n  (mod n) (2.12)
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(55-59-63)> = (~1-26-3-19)2 (modn)  (2.14)
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GCD(55-59-63 — (—1)-2°-3-19,n) =1 (2.15)
GCD(55-59-63 + (—1)-25-3-19,n) =n (2.16)
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f(#) =0 (mod p) (2.17)
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Table 2.3 Percentage of smooth numbers < n [%)]

Factor Base \ n | 100 | 1000 | 10000 | 100000
{2} 7 1.0 0.14 0.017
{2,3} 20 4.0 0.67 0.101
{2,3,5} 34 8.6 1.75 0.313
{2,3,5,7} 46 | 14.1 3.38 0.694
{2,3,5,7,11} 55 | 19.2 5.22 1.197

Table 2300000000000000000000FB
00000000000 smoothOODOOOOOOOOOO
gooon

235 0O0O0O0O

QS0O000D00000000000 f)=t2—n00
D00o0o0o0ooO234000 smoothOO OO OOOOO
O FBOOOODODOO+¢+tOOOOoOOODODOOOOOoOoOooOO
goooobbbobooooooooooboboboooboboo
smooth 0000000000 OODOODOOOODOOO
gobooobooooboooo

00000000 gep(t) = (at+b)2—n000000
goo (a,b)DDDDDDDDDDDDDDDDDDDDD
gooooooooo |g(t)|DDDDDDDDDDD t00
goboobbooboobbuoobboooboobobooo
0000 2000 (Multiple Polynomial Quadratic Sieve ;
MPQS)ODOOOOO 2000 (Self-Initializing Quadratic
Sieve ; SIQS) 4| 00 D0D0O0O0O0O0OMPQSD SIQSO OO
gogoboboooobobuoouobobUuobobo
ooo
236 000

QSOOoooooooooooooooooon

O(exp((9/8)/%(logn)'/?(loglog n)'/?)) (2.22)
00000000 2000000000000 obooobooo
go0o0oooooooooog

O(exp((logn)'/?(loglogn)*/?)) (2.23)
Eafa)sls
24 0DO0OO0OOOO

0000 (Number Field Sieve ; NFS) O 1988 0 O Pol-
lard 00 7000000000 =22 41000000
000000000000000000000A.K.Lenstra
O HW.Lenstra, Jr. 000000r*+s00000000
000000000000 0O0O[l]o0DO0OD0 F,O0000
goooooogo

Fr = 59649589127497217 x 5704689200685129054721
(2.24)

gogboooboooboobboobboobooob
goboobbooboobboobboooboobobooo
0000000000 ooOoNFSOOOOODOoOOoooo
coooooo

oooooooocoobooocbooobooobooooo
gobbooooboboooboobobboooooooboboo
gobobobooobboboooobbooobbboogo
000000000000 (Special Number Field Sieve ;
SNFS) OO OOOODOODOOOODOO (General Number
Field Sieve ; GNFS) OO ODOOOOOODOODOOODOODO
000000000000 0000000000OGNFSOO
gobooo
241 0OOOOOOOO

000000000 0000000o0o0oo0oO GNFS
goboobooooooocoobooooooog



00 z0OO00OOooOOoO0ooOO00ooOooOoOo0oooooO
0000 Z/nZ0O0O00O0O0O0O0OD0O00O0 nO0O0OO0OOO
coooooooboooo

Z/nZ ={ala € ZN0<a<n} (2.25)
0000000000000 e0O0D0ODOOD ZYooo
00000000 DODODODODOOOOODOOOO GNFSO
0000 #0000 f(x)00000 f(z)0000 dOO
00 Zp|DOdOO0O0O00Od-10000000D0000
goobogo

d—1
mm{}:wmcuez} (2.26)
=0
0000000000000000f(m)=0 (modn)0O
00000000000000Z/nZ0 ZH 00
¢ 20l — Z/nZ 60— m (2.27)

0000000000000

O000ZP 0000000 (ZOODOOOO0OOO) 00
00000000000000000

000000 Z[V-5]0 6000000

6=2-3=(1-vV=5)(1+V-5) (2.28)

0200000000000000000 2,3,14++/-50
0000z 00000000000000000000

00000000 (14 00000000000Z[F) 00
000000000 (000;ideal number) 0000000
00000000000000000

6= ABCD (2.29)
00DOo0oooooooooooo4oon
9 — A.B
3 — C.D
1455 = A.C (2.30)
1-v=5 = B-D

O0000O00DO0O 20000000000000000
gbobooboboobobobobooobobobo
Z[)DOD «0 2000000 ,f0000000000

a=a-f (2.31)
ale,fle0000000000000a-8—a00000
goboooboobboobooopboobbooboo
00000D0O0O00DD ZY|ooDoDooooDooooooe
gbobobooooooobobobon

0000 A=BO0O0DO0OO0OOOOO 6= A2CD

242 00

1. ftm)modn =00000000000 f(x)0000
mOO0000

2. f(x)=0000 100 6000000Z0O Z[AOODO
000 FBOOOOOOOO ADOOOOOODOOO
00000000000000000000000

3. {a,b} = [-M,, M,] x [0,M,) 00000000 (a,b)
000000000 Z0OOFBO a+bmO0Z[A 00
FBO a+b0 000000

4. 000000000 FBOOOOOOOOOOOODO
0000000QSO00000 FBOODOODOODOOOO
0000000000000000000000000
000

5. 000000000000000Z[P)000 g(f) 00
00 AH) *®* 00000000 ZP)OO FBOOOO
0000000000000000000000000
000000000000000000000

6. v =9¢(h(0)) =h(m),y=+Z0OOO 0000000y
0000 QSO00000O0 FBOOOOOOOOOO
000000000000000

7.GCD(zx+y,n) 0000000000000 00O0
ooo

243 00O
GNFSOOOOoooooo

O(exp((64/9)Y3(logn)'/3(loglog n)*/3)) (2.32)

goboboobooobuoooboobbooobooobooboo

goboboooboobooooboon
GNFSOOOOOoOoOoo 4000000000

0oooooo (0o 1)
0oo (00 3)

000000 (00 4)
0OoooooO (00 6)

- W o=

000000000000000000000000000
000000000000000000000000000
oooo
00000000000000000000000000
000000000000000000000000000
000000000000000000000000000
000000000O0GNFSOO0O0O00000000000
000000000000000
00000D0000D0000D000000000000 2
000000 1760000000000000000000
000000000000000020000000000
000000 1/2~1/30000 (20000000000
00000000000000
00000000000000000000000000

*5 ()2 =g(0) (mod f(0))DDDODODO h(6)



coobobooooooOooboocOooooOoooon
ooboooobooooboocoobboooobooooboooo
cooboooobooooooooboooobooooobogo
ooobooooooooooooboooobooooboogoo
cooboooooboooooooooocoooocoooogn
coobooooboooooooooocoooocoooooo
coooboooooooooobooooo

3 000OODOOoooog

00000 40000000000000GNFSODOOO
goboobbooboobbooboonoboobobon
O00O0O0O0O0O0O0O0O0O0ODODOO0ODODODODO GNFSOOO
gobooboobobooboboobg
31 00O

0000000000000 000O0 RSAOOOOOO
002000000000000000O0DO00DOOOO
goboobboobooboboobboooboobobooo
goboobogoo

oopbooooOoooOoOoboOoboboooloooo 20
gboboobooboooooooooooooooooogoon
gbobooboboooooooooooooooooooon
000000 (0DO00)0o00oooooooooooo

oooos00000000000o000d

7(10%) = 9,592 (3.1)

0000000000000 000000000000on
oooooo
32 D0OO00O0O0O0OOOoo
0oo10° ~ 10 0000000000000000O0
0000000000000 0000000000000o
0000000000000 0000000000000
ooo
J00000000000O00ooop—-100p+100
000000000000000000000000ooo
000000000000000000000000000
0000000000000 0000000000000o
00000000000000000000000
33 0DO00OOOOO
00000000000000000 102000000
000000000000000000000000000
000 QSO GNFSOOOOODOOOoOoOoooooo
000O0QSO MPQSOSIQSO 30000000000
00000000000000000010% ~1012°00
0000000000000 00 QSUO0DO0O0oOoooo
GNFSUOODODOOOOOOOOOOO

4 OO0OO

41 RSAOO
RSAOOOODOOOOUOOODOOOOOUODOODOOOOO
ooboooboooboooobooooobooboOoobooOooon

0000000000000
RSAODDDOOOOOOODDOOOO0O0OOODOOO0O0O0
00000000000000000000000
00000000000000000 20000 p, q
000000000000000n=pg0000000
®(n)=(p—-1(¢—-1)0000

ed=1 (mod ®(n)) (4.1)
0000 ed d000O0DO(d,n) 00000000 (e,n)
goboobogoood

000 (dn)0D000000D0O0ODODODOOODOODOO
Ub0nbpUdqObO0O0DOODOOODODODOODOO
gbobobobobouobuebobobOobODbOnO
gogd

O0O0ORSAODODOOOOODOOOOnOOOOOOOO
1024bit 000 0ODO0O0O0OO0ODOOODOO GNFSOOOO
goobobobooboobooobbobooooooga 5.8)(105[
0-CPUJOD 14x10° [0 -CPUJOOODODOOO [15]0
gbobobobobobobobooooooooooo
oogd

RSAODOOOOOOOOOOO 100000000
RSA Security 0000000 “The New RSA Factoring
Challenge”[9) 000000000 DOO0O0DOODOODOODO
00000 576, 640, 704, 768, 896, 1024, 1536, 2048bit [
gooooboobobbooobobbbboooooooooo
oo00ooO0oOooOoDOOoOgoo2000 50600000
576bit 00 000D0ODDOODOODO
42 TWIRL

000000000 o0o0oooooOo GNFSOoOOoooo
0000000000000 000D000D00 TWIRL(The
Weizmann Institute Relation Locator)[10] O (2003 0 O A.
Shamir 00 0000000000000 O0OOOOOOOO
O000000D0RSACOODOOODOOOOOOOO
0000 102400000000000 (DODOD0O0ODOD)O
1000000000000 000o0OO0

OO0O0O0TWIRLOOOOOODODODODODOOOOOOO
goboobboobboooboobboobooboboo
goboobbooboobboobbooobooboboon
0000000000000 (12100000000
43 000000000
43.1 GGNFS

GGNFS[7]0 GNFSOOOODOOOOODOODOOOO
000000000000 Chris MonicoOOOOOOO
gboooooobbboboooooooooooooboo
0020050 60000 SourceForge[11] DD ODDODOODOO
gbobobobobooooooooooooooooon
00000000000 0000 SourceForge D000 O
O00000o0o0ooooooooooooooono CPU
gbooooogooobgboobo

GGNFSOUOOOooooooooooooGNUoooo



0000000000 GMP6l00DOOODDOOOODOO
oooo
4.3.2 msieve
msieve 0 MPQSOOOOOUOOOOOOOOOOOO
QSOU0O0UDOUDOUDOOUOOUOOoUDOUOODOO
O0Do0oooooooooo MPQSOOOOOOOOO
doosdddonoodonoooodooooooooaa
goboooboooooooo
JdodooooooooooooOo WebOOQO “STU-
DIO KAMADA”[13] 0009 00000000 GGNFS
0000000 msieve 0000000 OOOOO

5 0000

00000000000 DO0oU0oDOooooo (Fig 5.1)0
gobooooboocooobooooooooooooooooon
gobooobooobooooooooobooooobooboooon
000000 GNFSOODOOODODOOOoOoooOo

T
200 os W
PQS
[GNFs A A A
A AA
150
A
A
@
5
(=}
E]
E 100
8
[=}
|
50 [ ]

0
1980 1985 1990 1995 2000 2005 2010
Year

Fig. 5.1 Factoring records

51 200000 (RSA200) 00O

0000000000 20000000 [2)0020050 5
goo0o0o0oO0oO0oO0OO0OO0O0O0O0O0OO0OO0OO0OO0OO0OO0OOOOOOO
0000000 The New RSA Factoring Challenge 0O O
0000000 RSA Factoring Challenge 0000 1 00
00 “RSA200" 000000000000 0DOOOOO0
0Joo20000 RSA2000 1000000 200000000
000000000 0oo0o0oooOo GNFSOooooooo

0000000000000 000ooO0o0oooooo
000o000oo00ooooooooooooooooo
oo0ooooooooooooooooooo 2.2GHz O
Opteron D00 10000000 0000000000
00000ooooooo 2030000000000 2004
010000000 11oooooooo

goopooOoDpoOoDoDOODOODDOODODODODOSODO
O Opteron(2.2GHz) 000000000 DOOO0OOO 2004
012000030000000000000000000O
g oooooooon

52 176000 (11»'+1000)000

0020000000000 1760000 [16] 0 20050
400000000RSA200000000000000 20
0000000000000 00000000000000n
000000000000 NTTOOOO0OO0O0000000
00000D00000000000 11?2 +10000 10
000000000o0o0o0oooooD 17600000870
080o0o0oooooooon® 41000000000
0000000O0OoCl7600000000O0OODODODOOO
ooooo

1128 4+ 1= 22 x 3 x 2165143447416427
X 73717873044643423196357
X A7677949460728118782533826487424424473
% 46402408546690245400968842648859676155371
xC176

000000 GNFSOOOOOOODOODOoOoOoODODOO
goooooon

0000000000000 00O0 RSA2000000
000000 (Table 51) 00000000000O00O0O
00000000000 000000000000 Pen-
tium4(3.2GHz) 000 9.7000000000000O00OO
OooOooO00OD 20050 30 16000 2700000000

Table 5.1 Used machines in factoring C176

ad CPU ooo
6 Pentium III[1.0GHz] 512MB
70 | Pentium 4[2.4GHz-3.4GHz] 512M-2GB
1 Athlon 64[2.0GHz] 1GB
148 Pentium 4[2.6GHz] 512MB
32 Pentium 4[3.2GHz] 2GB
28 Pentium IIT 512MB-4GB
+ 4 Opteron[1.0GHz-3.8GHz|

100 Pentium ITT[dual 1.0GHz] 1GB
8 Pentium ITI[dual 1.4GHz] 1.5GB

7 Pentium 4[3.8GHz] 2GB

000000 3600 Pentium4(2.8GHz-3.2GHz) 00 O
00000000040 1600021000 53000000

00000000000000000000000000
00020500030 1800000 600000000
02000100PCO0O0D030005200 PCOOO
0010003200 PCO0O0D0O0OO0DOOO0ODOO0O0
Pentium4[3.2GHz]1 0000000 3500000000
000000000000000000030000000
00000000000

6 0DO0O0OO0

O0000000000000000QSOGNFSO 40
gobobooobuoooboobbooboobboobooo



coooooooooooooobOocOooboocoooboooo
cooboooooboooooOooooboocoooocoooboooo
coobooooboooooooobooobooooboogoon
oooboooooooooooboooboooobogoo
000000000000 00O00 RSAOOOOOOOO
coooooooood

gooo

[1] A.K.Lenstra and Jr. H-W.Lenstra. The development
of the number filed sieve. Springer, 1991.

[2] F. Bahr, M. Boehm, J. Franke, and T. Klein-
jung. rsa200. http://www.crypto-world.com/
announcements/rsa200.txt.

[3] Matthew E. Briggs. An introduction to the general
number field sieve. Master theorem, Virginia Poly-
technic Institute and State University, 1998.

[4] S. Contini. Factoring integers with the self-initializing
quadratic sieve, 1997.

[5] Richard Feynman. Simulating physics with comput-
ers. International Journal of Theoretical Physics,
21(6&7):467-488, 1982.

[6] GNU. The GNU MP Bignum Library. http://
WWW.SWOX.com/gmp/.

[7] Chris Monico. GGNFS. http://www.math.ttu.edu/
“cmonico/software/ggnfs/ .

[8] Hans Riesel. Prime Numbers and Computer Methods
for Factorization. Birkhauser, 1994.

[9] RSA Security Inc. The New RSA Factor-
ing Challenge. http://www.rsasecurity.com/rsalabs/
node.asp?id=2092.

[10] A. Shamir and E. Tromer. Factoring large numbers
with the TWIRL device, 2003.

[11] SourceForge. SourceForge.net. http://
sourceforge.net/.

[12) (0D)D0DOO0O. DDODDODDDODOOOOOOOOOO
0000D0D000. http://www.ipa.go.jp/security/
enc/CRYPTREC/fy15/documents/rep_ID0209.pdf,
2004.

30 o0 o. STUDIO KAMADA. http:/
/homepage2.nifty.com/m_kamada/math/
factorizations.htm.

[14 OO0 OO.0D00O0O0. 0000, 2001.

[15) 00 ODO. O00DDODDODODOODODO DoOooOooo.
http://www.ipa.go.jp/security /enc/ CRYPTREC/
fy15/documents/rep_ID0201.pdf, 2003.

[16) 00 OO0, 00 OO, 00 OO, and 00 O
0. gnfs176. http://www.rkmath.rikkyo.ac.jp/ kida/
gnfs176.html.




